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Abstract

With the rapid rise of security concerns in residential, commercial, and industrial areas,
traditional surveillance systems are no longer sufficient to ensure safety. This project proposes an
IoT-based Smart Security Surveillance System that leverages sensors, cameras, and cloud
technology to monitor, detect, and alert users in real time. The system integrates smart cameras,
motion sensors, and loT modules, which continuously capture environmental data and transmit it
over the internet for real-time analysis. Using cloud storage and mobile applications, authorized
users can access live video feeds and receive instant alerts in case of suspicious activity. The
proposed system enhances real-time monitoring, remote accessibility, scalability, and

automation, making it a cost-effective and efficient solution for modern security needs.

LINTRODUCTION
Security surveillance plays a crucial role in continuously, detect threats, and notify users

protecting lives and property in today’s fast- instantly through mobile applications or

changing world. ~ Conventional = CCTV email alerts. Unlike traditional systems, loT-

systems, though widely used, suffer from based surveillance supports remote access,

limitations such as restricted remote access, data sharing, and Al-based analytics for

lack of automation, and high maintenance object detection, motion tracking, and

costs. With the advent of IoT technology, intrusion detection. This project focuses on

security surveillance has become more designing and implementing a smart

intelligent, connected, and user-friendly. [oT surveillance system using IoT, which

enables the integration of sensors, cameras, enhances real-time monitoring and provides

and cloud services to build a surveillance reliable security solutions for homes, offices,

ecosystem that can monitor environments and industries.
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II.LLITERATURE SURVEY

1.
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“IoT Based Smart Surveillance

Monitoring System Using
Raspberry Pi” — K. Ramesh et al.
(2018)

Abstract: This study implemented an
IoT-enabled Raspberry Pi-based
camera system that transmits live
video to cloud servers. It
demonstrated low-cost and efficient

monitoring with real-time alerts.

“Cloud-Based Intelligent Video
Surveillance System” — Chen et al.
(2019)

Abstract: The paper proposed a

cloud-based video storage and
analytics platform integrated with
IoT devices. It improved storage
capacity and allowed users to access

video feeds from anywhere.

“Smart Home Security System
Using IoT and Machine Learning”
— Patel & Desai (2020)
Abstract: The authors presented a
smart home system that integrates
IoT sensors with ML algorithms for
anomaly detection, reducing false
alarms and

improving  security

accuracy.
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4. “JoT-Enabled Video Surveillance
Cities” -

(2020)

System for Smart

Sharma et al.
Abstract: This system applied IoT
surveillance at a city scale, enabling
centralized monitoring and Al-based
analytics for crowd detection, traffic
monitoring, and emergency

management.

5. “Low-Cost IoT Security Camera
System” — Gupta et al. (2021)
Abstract: Focused on affordability,
this work developed a smart

surveillance prototype using ESP32-

CAM and cloud storage, making it

suitable for small-scale applications

like homes and shops.
ILEXISTING SYSTEM

Traditional security surveillance relies
heavily on CCTV cameras and DVR
systems that continuously record video and
store it locally. While these systems offer
basic monitoring, they have significant

drawbacks such as limited storage
capacity, lack of real-time alerts, absence
of remote accessibility, and vulnerability
to tampering or data loss. In addition,
conventional surveillance requires manual
monitoring of video feeds, making it

inefficient and time-consuming. Although
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some IP camera systems provide remote
access, they are often costly and not
integrated with intelligent features like
motion detection, cloud storage, or Al-based
analysis. Thus, existing systems are reactive
rather than proactive in detecting and

preventing security threats.
IV.PROPOSED SYSTEM

The proposed loT-based smart surveillance
system overcomes the limitations of
traditional methods by integrating smart
cameras, IoT sensors, cloud storage, and
mobile applications into a single platform.
The system employs loT-enabled cameras
and motion sensors to continuously capture
video and environmental data. Whenever
motion or suspicious activity is detected, the
system automatically transmits an alert
notification to the user’s smartphone along
with real-time video feed. Data is stored
securely in the cloud, ensuring accessibility
from anywhere and protection against
tampering or physical damage. Smart
features such as  remote  access,
automation, scalability, and Al-based
analytics enable  proactive  security
monitoring. This makes the proposed system
cost-effective, efficient, and intelligent,

suitable for both personal and large-scale

security applications.
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V.SYSTEM ARCHITECTURE

System Architecture
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Fig5.1 System Architecture

The architecture consists of four main
layers: Sensing Layer, Communication
Layer, Cloud Layer, and Application Layer.
The sensing layer includes IoT-enabled
cameras and motion sensors that capture
real-time data. The communication layer
uses Wi-Fi or 4G/5G networks to transmit
the data securely to the cloud. The cloud
layer handles video storage, processing, and
analysis using intelligent algorithms for
motion detection or anomaly recognition.
The application layer provides a user-
friendly interface through mobile and web
applications, where users can access live
streams, receive alerts, and review stored
footage. Together, these layers create a
scalable,  real-time, and  intelligent

surveillance system that ensures proactive

security monitoring.
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VL.IMPLEMENTATION
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Fig 6.4
VII.CONCLUSION

The IToT-based smart security surveillance
system provides an effective solution to
modern-day  security  challenges by
combining IoT, cloud computing, and smart
analytics. Unlike traditional surveillance
systems, the proposed model ensures real-
time monitoring, remote accessibility,
automation, and proactive alerts,
significantly ~ improving  safety  and
reliability. The system is cost-effective,
scalable, and adaptable for homes, offices,
and smart cities. By integrating intelligent
features, this system not only detects but
also prevents security breaches, thereby

providing a robust approach to security

surveillance.
VIII.LFUTURE SCOPE

In the future, the system can be enhanced
with artificial intelligence (AI) and

machine learning (ML) algorithms for

Vol 25 Issue 07, July, 2025

Page 923 of 925



ISSN:2250-3676

International Journal of Engineering Science and Advanced Technology (IJESAT)

advanced  anomaly  detection, face

recognition, and behaviour analysis.
Integration with biometric systems such as
fingerprint or facial recognition can
strengthen access control. IoT devices can
be further linked with smart home
automation systems to automatically lock
doors or trigger alarms when suspicious
activity is detected. Additionally, adoption of
edge computing will reduce latency,
making real-time monitoring more efficient.
At a larger scale, the system can be
expanded into smart city surveillance,

enabling centralized monitoring of traffic,

crowds, and public safety events.
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